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1. Introduction
Welcome to the EM4094 RFID Reader (EMDB408 Reader) user’s guide.

To further utilise the EM4094 RFID Reader, the minimum hardware and software requirements are;
Windows® NT/XP, 10MB HDD space, 800x600 pixels video resolution

1.1. Setup — Driver Installation

At first, please unpack the EM4094 RFID Reader base station, installation CD, USB cable, transponder samples, and the
power supply adapter from the EM4094 RFID Reader box. Following steps describe the first-time initialization of the
EMDB408 Reader Application Software when using USB cable (and assuming the drivers have not been installed yet):

1. Log-in as administrator
2. Launch the Setup.exe executable found in the CD root directory
3. Follow the application software installation wizard to install the application software.
4.  Connect the EMDB408 Reader to the USB port using USB cable
5. Connect the power supply adapter to the EMDB408 Reader and power it on
6. The operating system EM4094 RFID Reader SETUP detects the reader is connected and initiates the driver
installation sequence
Found New Hardware Wizard
Welcome to the Found New
% Hardware Wizard
\I Wwindows will z2arch for current and updated software by
looking on your computer, on the hardware installation CO, or on
the: Windows Update Web site [with your permiszion).
Fead our privacy policy
Can Windows connect to Windows Update to search for
softmare?
= Yes, this time only
[ wery time | connect a device
& )
Click Mext to continue,
< Back I Mext » I Cancel
Figure 1 Initial Reader connection detection
Select “No, not this time” and click on Next button.
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Note: optionally, it can be observed in the Device Manager. To open the device manager, click on Start->Control
Panels->System icon, select the Hardware tab, and click on Device Manager button. Following window shall appear,
with the reader device indicated by the “Other Devices -> USB Device” item.

-l

File  Action Wew Help

=@\ S| 20E A

| »

[+ _.j Comnputer

[ Disk drives

- Display adapters

i DYD/CD-ROM drives
= Floppy disk controllers
- Flappy disk drives

{85 Human Interface Devices
-4 IDE ATAJATAPL controllers

-z Keyboards

B Mice and other poinking devices

- Moritors

[+ 25 Metwork adapters [
E@ Other devices

L& USE Device

-5 Ports (COM & LPT)

Communications Port {COML)

Caommunications Port (COMZ)

5 ECP Printer Part (LPTL)

- %% Processors

E]—-@é SCSI and RAID controllers

-8, Sound. video and aame cortrollers ﬂ

Figure 2 Reader device with no driver installed

7. The “USB Device” is the USB Serial Converted and operating system will ask for its driver files location;

Found New Hardware Wizard

5

Thiz wizard helps vou inztall sofware for;

USE Serial Conwerter

f:';l If pour hardware came with an installation CD
&2 or Hoppy disk. insert it now.

What do you want the wizard to do?

" Install the software automatically (R ecommended)

& drtall from a list or specific location [Bdvanced

Click Mext to continue,

< Back I Mext » I Cancel |

Figure 3 Wizard dialog

Select “Install from a list or specific location (Advanced)” item and click on Next button.
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8. The operating system displays a dialog to enter the driver location;

Found New Hardware Wizard

Pleaze choose your search and installation options.

&' Search for the best diver in these locations.

Use the check bores below ta limit or expand the default search, which includes local
paths and removable media. The best diver found will be installed,

[~ Search removable media [floppy, CO-ROM..)

v Include this location in the search:

j Browse |

£ Dan't gearch. | will choose the driver ta install,

Chooge this option to select the device driver from a list. *windows does not guarantee that
the driver you choose will be the best match for your hardware,

< Back I Mewt = I Cancel |

Figure 4 Driver location dialog

Click on Browse button and locate the driver directory on the installation CD (for example; “Your CD/DVD drive
letter”:\Drivers\CDM20602". Finally click on Next button.

9. Operating system starts the USB Serial Converted driver installation. It may require a confirmation on installation of
unsigned driver, as a standard policy.

Hardware Installation

1] } The software you are installing for this hardware:
L
USE Senal Converter

haz not passed Windows Logo testing to verify its compatibilig
with windows %P, [Tell me why this testing iz important.]

Continuing your installation of this software may impair
or destabilize the commect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you gtop thig installation now and
contact the hardware vendor for zoftware that has
passed Windows Logo testing.

Continue Anymay OF |nstallatio

Click on “Continue Anyway” button.
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10. After the USB Serial Converter driver installation, the operating system initiates a second sequence to install the USB
Serial Port driver. The operating system will ask for the driver again.

Found New Hardware Wizard

5

Thiz wizard helps wou inztall software for:

USE Serial Port

I:'\JI If your hardware came with an installation CD

&2 or Hoppy disk, insert it now.

What do you want the wizard to do’?

' Install the software automatically (R ecommended)

& install fram a fist or specific location [Advanced}

Click Next to continue.

¢ Back I Mext > I Cancel |

11. Hence;
a. In newly displayed Wizard dialog, select “Install from a list or specific location (Advanced)” item and click
on Next button.
b. In newly displayed Driver location dialog, leave the “Your CD/DVD drive letter”:\Drivers\CDM20602” in the
location edit box and click on Next button
c. Confirm the “Continue Anyway” query
12. When the operating system finishes the installation, the correctly installed driver (with the reader connected and
powered on) shall be indicated in the Device manager as “USB Serial Port”;

_ioix]
File  Action Wew Help
2 B ES 2 A =RE

r,—ldi Communications Port (COM1) ;I
7 Commurications Port (COMZ)
-5 ECP Printer Port [LPT1)

%% Processors
]--@% 551 and RAID controllers
1%, sound, video and game controllers

]g System devices
[=-8g Universal Serial Bus controllers
&8 Generic USE Hub

= Inkel(R) 8260 1BaJBAM SE Universal Host Contraller - 2442
= Intel(R) 5260 16ABAM USE Universal Host Controller - 2444
= MEC PCI ko USE Open Host Contraller

= MEC PCI to USE Open Host Controller

% Standard Enhanced PCI to USE Host Controller

= |ISE Fook Hub

= |ISE Root Hub

= |ISE Fook Hub

= |ISE Root Hub

= |ISE Fook Hub

= 1JSE Serial Convertet

£
E
£
E

L«

Figure 5 Correctly installed driver indication
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Application software start

1. Inthe Start->All programs menu, locate the EMDB408 Reader application software and launch it

2. Within EMDB408 Reader application software, select a menu Reader Connection -> Connect. The application finds
every available virtual COM ports that are provided by FTDI USB drivers.

3. Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection.

4. The OK field inside the status bar and status window signalize a successful initialization while the reader connection
modal window is closed automatically. Otherwise, status bar signalizes an error.

Possible problems caused by EMDB408 Application Software and their suggested solutions:

1. No COM port is found — the operating system is not properly configured or the insufficient privileges are applied. Please
inspect the hardware device list of your PC to check there is a USB<->COM converter device present while the
EMDB408 Reader is connected via USB cable and powered on and the drivers have been installed correctly.

2. To determine the virtual COM port (system way) - please inspect the hardware device list of your PC to check there is a
USB<->COM converter device present while the EMDB408 Reader is connected via USB cable and powered on and
the drivers have been installed correctly. On some systems, the virtual COM port number may collide with other virtual
devices; in such case, please fix the COM port manually to another not-yet used port number.

3. To determine the virtual COM port (easy way) — run the EMDB408 Reader Application Software and select menu
Reader Connection -> Connect. Remember the COM ports listed in the COM Port List Box. Then, connect the
EMDB408 Reader via USB cable and power it on. After several seconds, the operating system creates a new virtual
COM port, thus, click on Refresh button and check what a new port appears in the COM Port List Box.

4. The reader doesn'’t respond on startup — please determine the virtual COM port number and presence as described
above.

5. Partially installed drivers — if only the USB Serial Converter driver is installed, find this driver in the device manager;

SI=IE

File Action Wew Help

= | [ EFS 208 =®a

----- Communications Park {COM1) ;l
----- & Communications Part (COMZ)

----- 7 ECP Printer Port (LPT1)

----- N UsE Serial Port

| 538 Processors

]--@%l 551 and RAID controllers

7, Sound, video and game controllers

]g Swstem devices

[=I-48 Universal Serial Bus controllers

-8 Generic USE Hub

&b Inkel(R) 52801BA/BAM USE Universal Host Controller - 2442

€2 Inkel(R) 5280 1BA/BAM USE Universal Host Controller - 2444

= MEC PCI to USE Open Host Controller

-2 MEC PCI to USE Open Host Controller

& Standard Enhanced PCI to USE Host Contraller

€2 USE Root Hub

o USE Raat Hub

&2 1SE Rook Hub

g USE Root Hub

-6 1USE Root Hub
S3UISE Serial Converter

E
£
E
£

Figure 6 Partially installed driver

Click on “USB Serial Converter” with right mouse button, and select “Update driver” item. Continue the installation queries
according to the step 11 above.

1.2. User's guide

Follow this user's guide chapters that describe the functionality of EMDB408 Reader application software and show how to
communicate with the RFID transponders easily. The same information can be found in the EMDB408 Reader Application
help available through pressing the key F1.

Copyright O 2009, EM Microelectronic-Marin SA 6 www.emmicroelectronic.com
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2. Starting EMDB408 Application Software

Following steps describe the standard initialization of the EMDB408 Reader Application Software when using USB cable
assuming the drivers are already installed:

1. Connect the EMDB408 Reader to the USB port using USB cable

2. Connect the power supply adapter to the EMDB408 Reader and power it on

3.  Run EMDB408 Reader Application Software

4. Select a menu Reader Connection -> Connect — the application finds every available COM port by trying to open it.
Every available COM port is inserted into the Com Port List Box.

5. Choose the appropriate COM port in the Com Port List Box and click on Connect button to establish the connection

6. The OK field inside the status bar and status window signalize a successful initialization while the reader connection

modal window is closed automatically. Otherwise, status bar signalizes an error.

3. Graphics User Interface

The EMDBA408 Application Software graphics user interface is split into two panels separated by a status bar. The upper
panel displays a transponder specific frame (controls, commands, editable fields, etc). No transponder specific frame is
displayed after the connection is established. The bottom panel contains a Message Window.

E,-_‘?EMDB-{I]B Reader Application Software Release 1.0 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory  Taools  Help

Status: Not connected

Meszage Window
10:09:37 Start =]

10:03:37 Flease, establizh the connection in Reader Connection menu.

El
Figure 7 EMDB408 application software window
Status Bar
For all the commands the first field of status bar displays a Status (result) of the recent command execution;
O.K.
ERROR

Message Window
Message Window displays the commands and their responses actually processed by the application software. Although the
message window can be hidden, it displays useful information about the results of the commands.

Copyright O 2009, EM Microelectronic-Marin SA 7 www.emmicroelectronic.com
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4. Operation Selector
Until the communication with the EMDB408 Reader is established, following menus are available;

Reader Connection menu
o Connect - to establish the connection
0 Exit — to exit the application software
Tools menu
0 Message Window — to clear or show/hide the message window
0 Bootloader — to upload a new firmware to the EMDB408 Reader
Help menu

As soon as the communication with the EMDB408 Reader is established, the communication menus are enabled.
The communication menus comprise;

Tag Selection menu
o EMA4233 - to communicate with EM4233 ISO15693 transponder in 2k version
0 EM4233SLIC - to communicate with EM4233 1SO15693 transponder in SLIC version
0 EM4133 - to communicate with EM4133 ISO15693 transponder
0 1S014443 Type A - to get 1SO14443 Type A transponder UID
0 1S014443 Type B - to get ISO 14443 Type B transponder UID
Continuous Inventory menu
0 IS0 15693 Inventory - to inventory the ISO15693 tags present in the RF field
Tools menu
o EMA4094 Advanced Configuration - to change current EM4094 configuration
0 SIM Card Key Management - to update the user key for EM4233 secure communication
o Reader Version - to re-read firmware version
o Switch Off the RF Field - to switch the RF field off

When communicating with ISO15693 transponders, it is recommended to start in ISO 15693 Inventory menu.

Note: EM4033 transponder is Read Only type which does not provide any user memory. EM4033 provides just Inventory,
StayQuiet, and QuietStorage commands that are accessible in ISO 15693 Inventory menu frame.

Note: EM4035, EM4135, EM4034, and EM4006 transponder are obsolete products.

Copyright O 2009, EM Microelectronic-Marin SA 8 www.emmicroelectronic.com
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4.1. EMA4233 Transponder

Following notes describe typical usage of the EMDB408 Application Software graphics user interface for EM4233 1ISO
15693 tags.

There are two versions of EM4233 chip; EM4233 2k version, and EM4233SLIC version. EM4233SLIC is reduced version of
EM4233 2k version, it is equipped with 1Kb of FLASH memory and does not provide High Security mode and QuietStorage
feature.

The reader is generally not aware which version is actually present in the RF field. Hence, for generic communication either
Tag Selection menu item can be selected. Please, use the Continuous Inventory menu 1TS Continuous Inventory function
to determine what actual version the tag is.

Note: Further information on this page assumes the EM4233 2k version is used.

Setup

1. Select a Tag Selection -> EM4233 menu (see following figure)
2. Place a single EM4233 tag on the tag label on EMDB408 Reader

& EMDB408 Reader Application Software Release 1.2 ]

Reader Connection  Tag Selection  Continuous Inventary  Tools  Help

—EM4233
—Communication mode —Other operation:

Single tag mode [unaddreszed)

Authentication Status: Mot authenticated eeclelicad | [eset il |

~Memory Organisation Authenticate | Login |

Block [Page]| Contents Walue ﬂ Read block
OfFa 0]

11Pa 0] Lser Black ‘wirite block.
2[Fg 0] User Block
3[Pa 0 User Black Lock black
41Pg1] Lger Block
SiPal] User Block.
E[Fg1] Uszer Block
FIPal] User Block.
8[Fg 2] Uzer Block
g User Block
10[Pg 2 User Block
1 [Fgd User Block

General | Security | AFI/DSFID/ERS |

Stay Cluiet | Get Sys.Info. |

Guiet Storage |

Security Statuz

Pratection Status

Pratect Page

P [l

12[Pg 3 |UszerBlack j Clear
Status: OLK, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010
Meszsage Window
05:31:52 Received: <0208 F0 0021 D214 504203 » ;I

09:31:52 Version: 2.1
09:31:52 Family; 80
09:31:52 Date : 18.6.2010
03:31:62 0K,

03:31:52 Reader connected.
09:31:57
09:31.57 RF Change

09:31:57 Sent: 10208 F2 08 33 CE 80 02 88 03|
09:31:57 Received: <0204 F200FG 03 »
|09:31 58 0K

Figure 8 EM4233 transponder communication frame
Read block

1. Click into the Memory Organization table to select a block to be read.
2. Click on Read block button

Up to 6 blocks can be read at once when selected as continuous block in the Memory Organization table.
Write block

1. Click into the Memory Organization table to select a block to be written to

2. Click on Write block button

3. Enter the new block value
4. Click on OK button

Copyright O 2009, EM Microelectronic-Marin SA 9 www.emmicroelectronic.com
09/10 — Rev.D



AN425

Security status

1. Click into the Memory Organization table to select a block which Security status is to be read.
2. Click on Security status

LEl:'_?El‘dDBMZIB Reader Application Software Release 1.2 - |EI|5|

Reader Connection  Tag Selection  Continuous Inventary  Tools  Help

—EM4233
—Communication mode —Other operation:

Single tag mode [unaddreszed)

Authentication Status: Mot authenticated eeclelicad | [eset il |
—Memory Organization Authenticate | Lagiy |

Block [Page]| Contents |walue |;| Read block.

20(Pg5]  |UserBlack General | Security | AFI/DSFID/ERS |

21 [P 5l Lser Black ‘wirite block.

22(Pa ] |User Block Stap Quiet | Get Sysirfo. |

23[Pg5]  [UserBlock Lack block

24 [Pq B] Uszer Block
25 [Pg Bl User Block.
26 [Pa B =
27 [Pg Bl User Block.
28[FPg 7] Uzer Block
29[Pg 7l User Block
30[Pg 7] User Block

Guiet Storage |

Security Statuz

Pratection Status

P [l

Pratect Page
A [Pg ¥l User Block
22[Pg@  |UserBlack j Clear
Status: OLK, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010
Meszsage Window
09:37:40 =]

09:37:40 RF Change

09:37:40 Sent: 10208 F2 08 23 CE 80 02 22 03
09:37:41 Received: <0204 F200F6 03 »
03:37:41 OK,

03:37:47
09:37:47 Get Security Status

09:37:47 Sent: 102 04 88 2002 2C 14 00 D1 OB 4C 03

(09:37:47 Received: <02 08 58 00 00 00 47 OF CB 03 »

09:37:47 Block no.26 security status = 0400 j

09:37:47 Ok,

Figure 9 Security status of blocks 31-32

Security status is defined for each block specifying whether the block is locked against the writing forever. Security status of
up to 16 blocks can be read at once.

Lock block

1. Click into the Memory Organization table to select a block to be locked against writing forever
2. Click on Lock block button

Protection and Security mode, Authentication/Login

Beside standard Lock block mechanism, EM4233 also provides a read/write protection of blocks. While the lock mechanism
applies always according to ISO 15693 standard, protection applies only when the tag is not authenticated to/logged in
(further noted as normal mode).

In other words, blocks protected against reading are returned as 0 values when read in normal mode, blocks protected
against writing cannot be written in normal mode.

EMA4233 is always configured to provide one of two security modes; High Security mode (mutual authentication process
using reader’s SIM crypto is required) and Low Security mode (Login command with a password is required). After the
successful authentication (tag is configured in High Security mode) or login (tag is configured in Low Security mode), as
appropriate, the protected blocks are accessible (this state is further noted as secure mode).

Protection status is defined for each page (4 blocks).

Note that SIM Card crypto key no.2 is used as the EM4233 key for Authentication in High Security mode. Use Tools SIM
Card Key Management menu item to upload the corresponding Key value into the SIM Card key no.2. See also SIM Card
Key Management help page.

Note that asserted standard Lock block status overrides the Protection status against writing, such blocks cannot be written
even when in secure mode.

Copyright O 2009, EM Microelectronic-Marin SA 10 www.emmicroelectronic.com
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Note that EM4233SLIC version tag provides Low Security mode only.

Protection Status

1.
2.

Click into the Memory Organization table to select a block which Protection status is to be read.
Click on Security status

& EMDB408 Reader Application Software Release 1.2 ]
Reader Connection  Tag Selection  Continuous Inventory  Tools  Help
—EM4233
—Communication mode —Other operation:
Single tag mode [uhaddreszed
Aulienlicgation St[atus: Mat aulI]'uenlicated eeclelicad | [eset il |
—Memor_l,l ] rganiSaliun Authenticate | Login |
Block [Page]| Contents |walue |;| Read block.
11 (P92 |UserBlack General | Security | AFI/DSFID/ERS |
12 [P 3 Lser Black ‘wirite block.
13[Pg 3 Usger Block Stay Cluiet | Get Sys Info. |
14[Fa3]  |UserBlock [ | el
15 (P 3] I Quiet Storage |
16(Pa 4| I

17 [Fg 4] Uszer Block
18[Pg 41 User Block.
19[Fqg 4] Uzer Block
20([Pg &l User Block
21 [Pg 5] User Block
22[Pg &l User Block
23 [Pg 5] User Block. j Clear

AACs e [N T

Security Statuz

Pratection Status

Pratect Page

P [l

Status: OLK, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010

Meszsage Window

09:38:54 RF Change

(09:38:54 Sent: 10208 F2 08 33 CE 80 02 88 03|
03:28:55 Received: <0204 F200FE 02 »
(09:38:55 OF,

03:353:00
03:39:00 Get Protection Status

(09:39:00 Sent: 102 0B 88 28 02 B8 16 OF 01 BE 9C 2303

03:39:00 Received: <020988000000 01 45071203 >

09:33:00 Block no.15 protection status = 000, Block iz readable and writable..
03:33:00 Block no. 16 protection status = 0201, Block iz lacked by Lock bit.
03:33:00 0K,

Figure 10 Protection status of blocks 15-16 (two pag  es)

Protect Page

1.

2.

If not authenticated/logged, click on either Authenticate (tag is in High Security mode) or Login (tag is in Low Security

mode) button in Other operations group.

Click into the Memory Organization table to select a block which Page Protection is to be updated.

Select a new page protection in the combo box.

elect a normal mode protection for =] |

ok | Cancel |

Click on OK button
Verify the new protection by clicking on Protection Status button

Other operations - Security management

All the Security management functions that can be found in Security tab in Other operations group require the tag is in the
secure mode.

Copyright O 2009, EM Microelectronic-Marin SA 11 www.emmicroelectronic.com
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—Other operations |

HesettoHeadyl Fieset auth. |

Authenticate | Login |

General Seourty | AFI/DSFID/EAS |

Wwirite password | Destroy |

Dizable Privacy | Enable Privacy |

Enable Low Security |

Dizable Low Security |

Other operations - Security management - Key/Password update

Click on Write Password button to enter a new 96b key/password into the tag. The new password successfully written into
the tag applies as soon as the tag is reset. In case of High Security mode, enter the Tools SIM Card Key Management
menu to update the key value in the SIM card crypto too.

Note that the Low Security mode password occupies the 32 least significant bits of 96b key/password value.
Note: it is recommended to always save the new valu e in some notepad.

Other operations - Security management - Destroy

Click on the Destroy button to destroy the tag. This function requires the addressed mode.

Other operations - Security management - Privacy

Click on Enable Privacy button to set the Privacy mode. The Privacy mode updated in the tag applies after the tag is reset.
When the tag’s Privacy mode is enabled the tag responds only to Authentication/Login command (according to the tag’s
Security mode configuration). After successful authentication/login, the tag enters Secured mode and accepts all the
command set.

The tags included in this kit have the Privacy usually disabled. Click on Disable Privacy button to disable the Privacy mode.

Other operations - Security management - Change the Security mode

When the tag is in High Security mode, use Enable Low Security button to switch the tag into Low Security mode.

When the tag is in Low Security mode, use Disable Low Security button to switch the tag into High Security mode.
Whenever the switch command is executed successfully the tag switches the Security mode configuration immediately and
goes into the Normal mode.

Copyright O 2009, EM Microelectronic-Marin SA 12 www.emmicroelectronic.com
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& EMDB408 Reader Application Software Release 1.2 ]
Reader Connection  Tag Selection  Continuous Inventary  Tools  Help
—EM4233
—Communication mode —Other operation:
Single tag mode [unaddreszed) | |
Login status: Logged with password = 000000000 [Low S ecurity] It o Rleedl Rescharin
—Memor_l,l ] rganiSaliun Authenticate | Login |
Block [Page]| Contents |walue |;| Read block. | -
11 [Fg 2] User Block General  Security I;’-\FIHDSFIDHEAS I
12 [P 3 Lser Black ‘wirite block.
13[Pg 3 User Block Wite pazsword | Destroy |
14[Fa3]  |UserBlock [ | el
15[Pg 3] _ Dizable Privacy | Enable Privacy |

16[Pg 41 User Block.
17 [Pg 4] Uzer Block .
18 (Fa 4] User Blogk Security Status
19[Fqg 4] Uzer Block
20([Pg &l User Block
21 [Pg 5] User Block
22[Pg &l User Block
23 [Pg 5] User Block. -| Clear |

) i
Select the block here. {Up to & continuous words can be read at Dnce.)i:

Enable Low Security |

Dizable Lawe Security |

Pratection Status

Pratect Page

Ui B

Status: OLK, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010

Message Window
09:41:17 =]
09:41:17 Enable Low Security
03:41:17 Sent: 10208 92180000 02EC 16 0D 92 BC 03|
09:41:17 Received: <0207 920000 7R FO1D 03 »
03:41:18 0K
03:41:18 Authentication iz reset.
09:41:21
09:41:21 Login
09:41:21 Sent: 10200 8818 02 E4 16 00 00 00 00 AC AE 67 03]
05:41:21 Received: <0207 880000 PR FOO7 03 »

03:41:21 OK, j

Figure 11 Enable Low Security and Login

Other functions - AFI/DSFID/EAS

—Other operations |

HesettoHeadyl Fieset auth. |

Authenticate | Login |

Generall Securty  AFI/DSFID/EAS |

write AR | Wwirite DSFID |

Lock AFI | Lock DSFID |

Set EAS Length | SetEAS |
“wdrite EAS D | Feset EAS |
Fead EAS ID | Frotect EAS |

Active EAS | Lock EAS |

Tag AFI value and DSFID value can be modified and/or locked by means of the corresponding buttons.

Other functions - AFI/DSFID/EAS - EAS

EMA4233 tag with enabled EAS feature returns the EAS memory contents of preprogrammed length upon ActiveEAS
command reception. Furthermore, a sub-set of all the tags in the RF field that shall respond to this command can be further
selected by specifying the EAS ID. By default, EAS feature is disabled.

Other functions - AFI/DSFID/EAS - Configuring EAS length and contents

EAS response can be 32b, 64b, 128b, or 256b long. For selected length, the EAS response contents shall be programmed
into the end of the User memory. It is not the starting address but the ending address that all these EAS contents values
have in common. Use Write Block and Read Block buttons to write the selected EAS response contents into the appropriate
User memory locations;

Copyright O 2009, EM Microelectronic-Marin SA 13 www.emmicroelectronic.com
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EMA4233 32b EAS value is stored at address 51

EM4233 64b EAS value is stored at addresses 50 and 51 (see example below)
EM4233 128b EAS value is stored at addresses 48, 49, 50, and 51

EMA4233 256b EAS value is stored at addresses 44 to 51

EM4233SLIC 32b EAS value is stored at address 31

EMA4233SLIC 64b EAS value is stored at addresses 30 and 31

EM4233SLIC 128b EAS value is stored at addresses 28, 29, 30, and 31
EM4233SLIC 256b EAS value is stored at addresses 24 to 31

Note: EMDB408 reader firmware currently does not support 256b EAS responses.

EEEMDB%IB Reader Application Software Release 1.2
Reader Connection  Tag Selection  Continuous Inventary  Tools  Help

=10l

—EMa233

—Communication mode —Other operation:
Single tag mode [unaddreszed)
Login status: Logged with password = 000000000 [Low S ecurity]

Reset ta Ready |

Reset auth. |

—Memary Organization Authenticate |

Login

39 (P39 User Block

Block [Page]| Contents |walue |;| Read block. | -
General  Security I.-‘-‘«FI;"DSFIDHE.-’-‘«S I

Destroy

43[FPg10] |User Block

40[Pg10] |UserBlock ‘wirite block.
41 [Pg10] |User Block Wite pazsword |
42[Pg10] |User Block. Lock block

Dizable Privacy | Enable Privacy |

44 [Pgi1] |UserBlock / EAS
45[FPg11] |User Block / EAS

Security Statuz

Enable Low Security

46 [Pg 1] |UserBlock / EAS
47 [Fq11] |User Block / EAS

Pratection Status

Dizable Lawe Security

48 [Pg12] |UserBlock / EAS
49[Pg12] |UserBlock /EAS
S0[Pg1d)
A1 [Pgl12

Pratect Page

j Clear

P B

Status: OLK, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010

Meszsage Window

09:42:43 Sent: 10209 88 38 02 20 2C 29 BE 25 03|

05:42:43 Received: <02 0B B8 00 00 2F B3 B2 PO S9B2 2603 >
(09:42:43 Data = 0+7TOB2B 32F

053:42:43 0K

054252
09:42:52 Read Multiple Block

09:42:562 Sent: 10204 B8 58 02 23 3201 BECBD 19303

09:42:52 Received: <020F 830000 7356 34 1ZFOCEBC 34 BB 0B 3403
05:42:52 Data = 0x1 2345673

05:42:52 Data = 0x94BCDEFD

094252 0K

=

Figure 12 64b EAS value contents example

As soon as the content is ready, the EAS length needs to be written into the tag by means of Set EAS Length button.

1.
2.
3.

Click on Set EAS Length button.
Select the EAS Length
Click on OK button

HE Select a new EAS length =] |

Walue =

ok | Cancel |

Note: Locked EAS configuration cannot be further modified.
Note: Protected EAS configuration can be modified only in Secured mode (i.e. Authentication/Login is required).

Other functions - AFI/DSFID/EAS - Configuring EAS ID

Copyright O 2009, EM Microelectronic-Marin SA 14
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EAS ID is the 16b value that can be used to select a subset of the tags in the RF field — those with matching Least
Significant Byte of EAS ID or whole EAS ID value.

1. Click on Write EAS ID button.

_lolx]

Walue =

1122

M3Byte LeByte
Cancel |

2. Enter the new EAS ID value
3. Click on OK button

To read or verify the EAS ID value, click on Read EAS ID button.

& EMDB408 Reader Application Software Release 1.2 ]

Reader Connection  Tag Selection  Continuous Inventary  Tools  Help

—EM4233
—Communication mode —Other operation:

Single tag mode [unaddreszed)

Login status: Logged with password = 000000000 [Low S ecurity] It o Rleedl | Rescharin |

r~Memary Organis atian Autherticate | Login |

Block [Page]| Contents |walue |;| Read block. |
Generall Secuity AFI/DSFID/EAS |

39 (P39 User Block

Pratection Status

48 [Pg12] |UserBlock / EAS
49[Pg12] |UserBlock /EAS

Protect Page ReadEASID |  ProtectEAs |

40[Pg10] _|User Block ‘wiite block |

41 (P 10]_|User Black Wiite AFI | Wit DSFID |
42 [Pq10] | User Block Lock block |

43[Pq10]_|User Block Lack AFI | Lock DSFID |
44 [Pq 111 |Uszer Black / EAS

45 [Pa11]_|User Block # EAS : SetEAS Length | Set EAS |
46 [Fo11]_|User Block /EAS Sizmully Sizie |

47 [Pa 1] |User Block # E&S | Wiite EAS 1D | Fieset EAG |

S0[Pg1d)
51 (Pa12 E’ — ActiveEAS | LookEAS |
Status: LK, Reader Yersion! 2,1, Family: 80, Date : 18.6,2010
Meszsage Window
0%:43:59 ;I

09:43:59 Write EAS D

03:43:569 Sent: 10200 3018 00 0D 02 47 16 2211 24 BE 4203
09:44:00 Received: <0207 9300000 FEFO1F 03 »

03:44:00 OF,

03:44:04
09:44:04 Active EAS

09:44:04 Sent: 102 04 85 28 42 A5 16 00 34 24 4B 03]
09:44:05 Received: <0209880000 2211 47 D7 2203 >
0%:44:05 EAS 1D = 0wl 124

03:44:05 0K, j

Figure 13 EAS ID verification example

Other functions - AFI/DSFID/EAS - Active EAS

The tags with enabled EAS feature can be queried to return their EAS code by means of ActiveEAS command.

1. Click on Active EAS button
2. Select the expected EAS response length and click on OK button. Note that the reader does not know how long the
EAS response is hence the correct value needs to be supplied.

-0l x]
Walue =
|32 bit EAS meszage j
Cancel |
Copyright O 2009, EM Microelectronic-Marin SA 15 www.emmicroelectronic.com
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3. Select the EAS ID Mask to apply and click on OK. No EAS ID Mask means all the tags shall respond, 8b or 16b EAS

ID Mask will select just a sub-set of tags with matching EAS ID Mask value programmed.

HE Select the EAS ID mask length to app =] |

Walue =

ok | Cancel |

4. In case that 8b or 16b EAS ID Mask is to be applied, enter the corresponding EAS ID Mask value and click on OK

button. Note that 8b EAD ID Mask is the least significant byte of the EAS ID value.

SLEEnter the EAS ID Mask to apply — IDIﬂ
Walue =
|22
MIEyts L3Byte
Ok | Cancel |

Finally, received EAS value is displayed.

E:EEMDB-#I]B Reader Application Software Release 1.2 ;|g|5|
Reader Connection  Tag Selection  Continuous Inventory  Tools  Help
—EM4233
—Communication mods —Other operatior
Single tag mode (unaddressed)
Login status: Logged with pazzword = 0=00000000 [Low S ecurity] Fizsstiim(fized) | Frizsst cultn |
—hemory Organization Autherticate | Login |
Elock [Pagel| Contents [talue |ﬂ Read block |
33[Pa9  |UserBlock General | Secuity AFI/DSFID/EAS |
A0[Pg10] |User Block Wwirite block. |
41 (Pa10] |User Block wite APl | Wi DSFD |
42 [Pg10] _|User Block Lock block |
43(Pa10] |User Block LockAFl | LockDsFD |
44 [Pgq11] |User Block / EAS
45 (Fa11] |User Block / EAS et St SetEASLengh | SetEas |
46[Pq11] |User Block / EAS e |
47 [Pg11] |UserBlock /EAS Frotectian Statusl wiiite EAS 1D | Resat EAS |
48[FPg12] |UserBlock / EAS
£9Pa12) [useblocsas PrtectPage | Fead EASID |  Protect EAS |
51 [Pa12] Closr | fciveEAs | LockEAS |
Status: 0K, Reader Yersion: 2.1, Family: 80, Date : 18.6.2010
Message Window
09:44:04 Active EAS -]
09:44:04 Sent: |02 0483 28 42 A5 16 00 34 24 4B 03
09:44:05 Received: <020983 0000 2211 4707 2203 »
09:44:05 EAS 1D = Ox1122
03:44:05 OF
09:45:25
09:45:25 Active EAS
09:45:25 Sent: [02 0B 82 38 42 4516 08 22 2B 4B 00 03
05:45:28 Received: <02 0B 383 00 00 FODE BC 94 55 8F 51 03 »
09:45:25 EAS meszage = OxFODEBCTA
03:45:25 OF j

Figure 14 32b EAS ActiveEAS example

Note: Write Block command treats the block number in Little Endian format. However, EAS values are rather a stream of
byte numbers, thus the EAS response byte ordering is reversed within the block boundary to Write Block command values

entered.
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4.2. EMA4133 Transponder

Following notes describe typical usage of the EMDB410 Application Software graphics user interface for EM4133 1ISO
15693 tags.

Setup

1. Select a Tag Selection -> EM4133 menu (see following figure)
2.  Place a single EM4133 tag on the tag label on EMDB410 Reader

E?_;-EEMDB-{I]B Reader Application Software Release 1.0 - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—EM4133
i~ Communicatior

Single tag mode [unaddiessed)

Lagin status: Mat logged - current password = 0:00000000

—Memary Drgainzatior —General operations

Fiead block | Fieset to Ready |

a

1 RFU wite block | Stay Quiet |

2 Super user mem, EAS Lock bits

3 User Word 0 Lock block | Guiet Storage |

4 User wiord 1

2 User wford 2 Read uzer memor | Login |

B Userwiord 3 v g

i Uszerwiord 4 .

8 Userwiord 5 izt baln |

9 Uszer waord B

10 User Wword 7 Toggle EAS |
1 Uszer Waord 8
12 uiora:m
13 UIDIE3:321

Skatus: O.K, Reader Version: 2.0, Family: 80, Date : 11,11,2009

Meszage Window
15:58:16 Received: <0208 FD 00 20 6B 1350 FD 03> d
15:58:16 Version: 2.0
15:58:16 Family: 80
16:58:16 Date: 11.11.2009
16:58:16 0K
16:58:16 Reader cornected
15:58:18
15:58:18 RF Change
16:58:18 Sent: [02 02 F2 0833 CB 80 02 83 03]
16:58:19 Received: <0204 F200 FE 03 » J

15:568:19 0K

Figure 15 EM4133 tag communication frame
Read block

1. Click into the Memory Organization table to select a block to be read.
2. Click on Read block button

Click on Read user memory to obtain the contents of User Words at once.

Write block

1. Click into the Memory Organization table to select a block to be written to
2. Click on Write block button

3.  Enter the new block value

4.  Click on OK button

Lock block

1. Click into the Memory Organization table to select a block to be locked against writing forever
2. Click on Lock block button

StayQuiet/QuietStorage

Stay Quiet and Quiet Storage features of single tag in the RF field can be examined by means of corresponding buttons.
Before such command is sent to the tag, the single ISO15693 Inventory command is used to obtain the UID of the tag. After
the Stay Quiet / Quiet Storage command is accepted by the tag, the tag does not further respond to Inventory commands
(No SOF error is returned) until it is reset by ResetToReady button.

Copyright O 2009, EM Microelectronic-Marin SA 17 www.emmicroelectronic.com
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4.3. 1SO 14443 Type A Transponders

Following notes describe typical usage of the EMDB408 Reader Application Software graphics user interface for single ISO
14443 Type A tag.

Setup

1. Select a Tag Selection -> 15014443 Type A menu (see following figure)
2. Place a single 1ISO14443 Type A tag on the tag label on EMDB408 Reader

i 4 eader Application Software =
HE EMDE408 Reader Application Soft o x

Reader Connection  Tag Selection  Continuous Inventory  Tools  Help

150714443 Type &
rGeneral command

Cantinuous Get UID |

lgnare proprietary coding [~
Tag UID detected by Get LD command :

ATOA Mon-proprietary coding

|
uiD ABACFS7F |
|

54K:  not compliant with ISO/IEC 14443-4

Status: 0K, Reader Yersion: 1.0, Family: 80, Date : 13.6,2006

Message Window
13:27:10 Direct EM40394 configuration write successful. d
13271

13:27:11 GetUID

12:27:11 Sent: |02 03 BB 62 03]

13:27:11 Received: <02 18 68 00 04 00 46 4C F5 7F 6000 00 00 00 00 00 00 00 00 00 08 00 00 7F 03 »
13:27:12 Bit frame anticollision

13:2712 UID size: single

13:27:12 SAK [Cazcade 1) = 0x08

13:27:12 UID complete; PICC not compliant with [S0/EC 144434

13:27:12 UID = OxAB4CFSTF

1327120k

Figure 16 1SO14443 Type A Communication Frame

Get Type AUID

1. Click on Get UID button to identify the tag in the RF field

By invoking Get UID function, EMDB408 Reader performs a Type A Select sequence for single tag only. Also, EMDB408
Reader accepts tags with ATQA proprietary coding bits set to zero only. The Type A tags with proprietary coding are not
identified (e.g.; see following figure).

Copyright O 2009, EM Microelectronic-Marin SA 18 www.emmicroelectronic.com
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EMDB408 Reader Application Software ] 4]

Reader Connection  Tag Selection  Continuous Inventory  Tools  Help

150714443 Type &
rGeneral command

Eet UiD Continuous GetUD |

lgnare proprietary coding [~
Tag UID detected by Get LD command :

ATOA Proprietary coding |

Ui - |

SAK : |

Status: 0K, Reader Yersion: 1.0, Family: 80, Date : 13.6,2006

Message Window
13:27:12 UID complete; PICC not compliant with [S0/EC 144434 d
13:27:12 UID = Oxs64CF57F
132712 0K
13:28:20
13:28:20 Get UID
13:28:20 Sent: 102 03 BB 63 03]
13:28:20 Received: <02 18 68 00 44 03 00 00 00 00 00 00 00 00 0000 0000 00 00 00 00 00 00 34 03 »
13:28:20 Proprietary coding
13:28:20 Bit frame anticollision
13:28:20 UID size: double
13:28:20 0K

Figure 17 Proprietary coding of Type A Transponder

Some 1SO14443 Type A tags may support standard Selection Flow even if the proprietary coding flags are set. To obtain
the UID of such tag, check the Ignore proprietary coding box and run Get UID command again.

Use EMDB408_14443AB application software that provides more detailed control of commands to 1ISO14443 Type A
transponder.
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4.4. 1S0O14443 Type B Transponders

Following notes describe typical usage of the EMDB408 Application Software graphics user interface for single ISO 14443
Type B tag.

Setup

1. Select a Tag Selection -> 1ISO14443 Type B menu
2. Place a single 1SO14443 Type B tag on the tag label on EMDB408 Reader

e . eader Application Software o
!:‘:EMDB-HJBR der Application Soft O x

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

15014443 Type B
—General commard:

REQB |

Tag UID detected by REQB command :
FUFI - - |

Pratocol info : - |

Application data : - |

Status: O.K. Reader VYersion: 0.8, Family: 80, Date : 7.9.2005

Message Window
17:43:51 =]
17:43:51 EM4034 ‘wiite Configuration

17:42:51 Sent: [02 07 F1 3F 4860 02 E3 03]

17:43:52 Received: <0204 F1 00 F5 03 »

17:43:52 0K

17:43:52 Direct EM4034 configuration write successful.

Figure 18 1SO14443 Type B Communication Frame

Get Type B UID
1. Click on REQB button to identify the tag in the RF field (see following figure)

Use EMDB408_14443AB application software that provides more detailed control of commands to 1ISO14443 Type B
transponder.
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4.5. 1S0O15693 Inventory

Following notes describe typical usage of the EMDB408 Application Software graphics user interface to inventory the
ISO15693 tags in the RF field.

Setup

1. Select a Continuous Inventory -> ISO15693 Inventory menu
2. Place one or more ISO15693 tags on the tag label on EMDB408 Reader

e . eader Application Software o
!:‘__EMDB-HJBR der Application Soft O x

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—LContinuous [nventary

—General
1T5 Irwentary Start

—Single lnventory

Tags detected by Inventory command:  AF1 = 0x00 1T5 Inventary | RF Reset | Startlp 1TS Inv.l

RESVEE UL ﬂ —AFI Controt
Set AFI | AFl = 0x00 Clear AFI |

Reszet to Ready [general) |

T ag Specific [zelect the tag in the table on the leff———

Feset ta FHeady |
[ |
. . [Huiet Starage
—Recommended EM4034 configuration word———————
E4034 config. word = default Stay EHuist |

Skatus: O.K, Reader Version: 0.9, Family: 80, Date : 10,10,2005
Meszage Window
131551 Yersior: 0.9 -]

13:15:51 Family: 80
1315:51 Date: 10.10.2005
131551 0K

1315:51 Reader connected
131555
13:15:55 EM 4034 “wiite Configuration

13:15:55 Sent: [02 07 F1 33EB 80 02 AC 03

1315:55 Received: <0204 F1 00 F5 03 >

131555 0K

13:15:55 Direct EM4034 configuration write successful.

Figure 19 1ISO15693 Continuous Inventory Communicatio  n Frame

Continuous Inventory

1. Click on 1TS Inventory Start button to identify the tags in the RF field. Found tags are displayed in the table of detected
tags. Inventory process is repeated until stopped by clicking on the same button
2. Optionally, click on Set AFI button to change an AFI value of inventory process

AFI value allows the selection of an appropriate set of ISO15693 tags that have this AFI value set. Click on Clear AFI
button to clear the AFI value to 00h, AFI value set to 00h means all the tags are to be identified by next inventory process.
(See the 1ISO15693 documentation about various AFI families and sub-families.)

lBix
Walue =
a0
MIByts L3Eyts
Ok | Cancel |

Figure 20 AFI Modal Window

Note: After Inventory process, the identified tags are switched to the Quiet state. Therefore, the RF field is reset
automatically before each Inventory process so that the tags are identified continuously.
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Single Inventory

1. Stop the Continuous Inventory process if it is running
2. Click on 1TS Inventory button to identify the tags in the RF field, such found tags are displayed in the table of detected
tags

Identified tags are switched to the Quiet state (refer to EM4233, EM4133, EM4033, EM4034, or EM4035 datasheet), and
any following invoking of 1TS Inventory will not detect them again (see following figure). To be found by next inventory
process, the tags can be reset by clicking on RF reset button.

E[.-_‘?EMDB-{I]B Reader Application Software - |D|ﬂ

Reader Connection  Tag Selection  Continuous Inventory Taools  Help

—LContinuous [nventary

—General

1T5 Irwentary Start | ~Single Inventory
Tags detected by Inventory command:  AF1 = 0x00 1T5 Inventary | RF Reset | Startlp 1TS Inv.l

RESVEE UL ﬂ —AFI Controt
Set AFI | AFl = 0x00 Clear AFI |

Reszet to Ready [general) |

T ag Specific [zelect the tag in the table on the leff———

Feset ta FHeady |
[ |
. . [Huiet Starage
—Recommended EM4034 configuration word———————
E4034 config. word = default Stay EHuist |

Status: ERROR Reader Version: 0.9, Family: 80, Date : 10,10,2005
Meszage Window
13:23:48 Sent: [02 0280 2601 00 F6 04 53 03 -

13:23:48 Received: <02 14 80 00 33EB 800200 00 65 A6 00 06 01 04 16 E0 9672 1F 0302 14 50 00 33 EB 80 02 00 00 54 28 00 22 02
1416E0FFET 6B 030204 80 FE 7403 >

13:23:49 0K

13:23:49 Tag UID = 0<E 0160401 OB00AEEE found. (EM4094 cfg.word = 0<0280EB33)

13:23:49 Tag UID = 0E016140222002854 found. (EM4034 cfg.word = 0x0280EB33)

132529
13:25:29 175 Inventory with zelf-tuning
13:25:29 Sent: [02 0280 26 01 00 F6 04 53 03
13:25:30 Received: <02 04 80FE 7403 >
13:25:30 Mo ather tags.

Figure 21 Single Inventory of tags in Quiet state

Small size transponders and recommended EM4094 config uration word

Current EMDB408 Reader firmware performs the 1SO15693 Inventory process with antenna self-tuning. Whenever the low
data reception level is detected during the inventory process, the EMDB408 Reader reconfigures the EM4094 AFE with
alternative configuration word expecting the reception level becomes more sufficient. Such feature allows the detection of
small size transponders (i.e. non ISO card size transponders) that need alternative antenna tuning to achieve sufficient data
reception level.

Note: It is recommended to communicate with single small tag at once.

The configuration words obtained from Inventory process are examined resulting in the “Recommended EM4094
configuration word”;

EM4094 config. word = default — no alternative configuration is necessary. Any communication is possible without
limitations.

EM4094 config. word = OXYYYYYYYY - single alternative EM4094 configuration word is to be used automatically
during communication with particular tags (addressed mode, see next paragraph). To communicate with such
single tag in unaddressed mode, retrieved EM4094 configuration word needs to be applied manually using Tools-
>EM4094 Advanced Configuration menu after entering appropriate communication frame.

Message “Please, communicate with single tag.” is displayed — more than one alternative EM4094 configuration
has been found. In such case, generally, the tags influence themselves too much avoiding the sufficient reception
level from all the tags when using single communication word. Encountering this message, please, remove the
transponders from the EMDB408 Reader but one.
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Communication with one particular tag

1. Stop the Continuous Inventory process if it is running
2. Choose one of the following
a. Select a tag by clicking on its UID in the table of detected tags. If the tag is either EM4233 or EM4233SLIC,
EM4133, EM4033, EM4034, EM4035, or EM4135 Tag, Tag Specific panel is enabled (see following figure) and
specific functions can be invoked (Reset to Ready, Quiet Storage, Stay Quiet)
b. By double-clicking on one UID of the EM4233, EM4233SLIC, or EM4133 tag in the table of detected tags, the tag
respective communication frame is displayed and a communication to this tag is available in Addressed mode.
There, to return to Continuous Inventory frame, simply select a Continuous Inventory -> ISO15693 Inventory
menu again

Figure 22 Enabled tag specific controls

Copyright O 2009, EM Microelectronic-Marin SA 23 www.emmicroelectronic.com
09/10 — Rev.D



AN425

4.6. EM4094 Advanced Configuration

EMDB408 Reader application software allows a change of current EM4094 configuration word. When entering a selected
tag communication frame, default EM4094 configuration word is sent to the EMDB408 Reader automatically. Hence, it is
not necessary to change the configuration word manually.

Setup

1. Select a Tools -> EM4094 Advanced Configuration menu

Figure 23 EM4094 Advanced Configuration Modal Windav

Click on Write button to apply the selected EM4094 settings.
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4.7.  SIM Card Key Management

SIM Card Key Management frame provides controls to update the key values for EM4233/EM4035 authentication. To
authenticate to EM4233 in High Security mode successfully, the key no.2 value in the SIM card crypto engine must match
the key value stored in the EM4233 transponder.

Setup

1. Insert the crypto engine SIM card into the SIM card slot of the EMDB408 Reader
2. Selecta Tools -> SIM Card Key Management menu - automatic SIM card detection is performed automatically

Note: When inserting the SIM card into the SIM card slot, orientate it the contact’s side down and push it until stopped.

Figure 24 SIM Card Key Management Communication Frane

Key update

1. Enter a particular key new value into its edit box

2. Click on appropriate Write Key or Write SUK button

3. Enter the SIM card password that is required for changing the key content

After updating a key value, any further authentication with this new key is performed. To authenticate to the factory
programmed EM4233/EM4035 transponder, update the Super User Key value in the SIM card obtained by clicking on
Default EM4035 button.

Warning: No error message is asserted when applying incorrect password, the key change is simply not applied.

Change SIM card password

1. Click on Change SIM Card Password button
2. Enter the current and the new password
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4.8. Bootloader

Following notes describe a process of uploading a new firmware into the EMDB408 Reader. It is possible to upload the
firmware without performing an establishment of the connection.

Setup

1. Connect the USB cable and power supply adapter to the EMDB408 Reader
2. Select a Tools -> Bootloader -> Import firmware menu

Figure 25 Bootloader Communication Frame

Click on Browse button to enter a complete path of the new firmware hex file. If the firmware hex file is imported to the PC
memory successfully, Upload firmware button is enabled.

Upload firmware

1. Click on Upload firmware button
2. If the EMDB408 Reader connection is not yet established, the EMDB408 application software asks for the COM port —
select the appropriate port the EMDBA408 is connected to

Upload firmware process lasts about 1 minute. If the firmware is uploaded successfully, the connection is established
automatically (see following figure). In the second item of the status bar, current firmware version, family, and date of
creation is displayed.
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Figure 26 Firmware is uploaded successfully
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5. Error handling

There are three kinds of errors;
Reader Communication errors (e.g.; USB cable has been disconnected accidentaly and the EMDB408 reader

does not answer at all) — check the USB cable and power supply adapter are connected correctly, then the
connection has to reestablished unconditionally (Reader Connection -> Connect menu)

Tag Communication errors — insufficient RF energy (e.g.; tag response has CRC error) - try to change the position
of the tag or mutual position among the tags in respect to the reader antenna

Tag Communication errors — protocol issue (e.g.; no response from the tag) — try to determine whether the tag is
the type it is considered to be or whether the tag is in some altered mode it is not exepected to respond
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